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Why does your staff need Cyber Security Educa�on & Awareness training?
 Cyber Criminals target the weakest link in security. “The human. Your staff.”
 Technical defences are not stopping incidents from happening because of user behaviour.
 23% of phishing emails are opened by staff with 11%opening a�achments or clicking on links
 Ransomware a�acks con�nue to rise and will cause your data to be encrypted owing to user ac�ons
 Tradi�onal training is not fit for purpose and is annual “compliance” �ck the box exercise that does not change user behaviour long 
term.

The Cyber Bill also places obliga�ons on financial ins�tu�ons, ECSPs (or electronic communica�ons service providers) and those who 
have a Cri�cal Informa�on Infrastructure (CII). These are defined broadly and you may well be an ECSP or have a CII without realising it. 
It also has serious implica�ons for all internet users. Find out if you do and what it means for you. Organisa�ons that should a�end?

u Service Providers – anyone who may have cri�cal data or infrastructure, or be an ECSP
u Electronic Communica�ons Providers – to understand their responsibili�es
u ISPs – anyone who could be an electronic communica�ons service provider
u Financial Ins�tu�ons (including banks) – because they may be an ECSP or have a CII
u Insurance providers – because they may be an ECSP or have a CII
u Law enforcement agencies – to enforce the Cyber Bill
u The Judiciary – to understand the new law
u Media groups – to assess the impact Cyber the Bill has on freedom of speech and journalism
u Civil Rights Groups – to understand the impact on civil rights, like privacy and freedom of expression

Those who should a�end & why?
u Compliance officers – to effec�vely comply with the Cyber Bill.
u Legal advisers – (corporate lawyers or in-house lawyers) – to provide good legal advice on cybercrime issues.
u Anyone tasked with cyber security or crime – to perform your role effec�vely.
u Informa�on Security officers – to secure the organisa�on's informa�on.
u Forensic Inves�gators – to lawfully gather evidence and assist with the prosecu�on of cybercrime.
u Magistrates, judges and prosecutors – to deal with cybercrimes.
u Members of law enforcement and inves�gators – to enforce the Cybercrimes Bill.
u Risk Officers and Managers – to manage cyber-related risks.
u Journalists – to avoid commi�ng cybercrimes.
u IT Governance officers – to ensure governance is in line with the offences.
u IT professionals – to ensure they lawfully deal with various so�ware and hardware tools.
u IT vendors – to ensure they are not selling tools that can be used to commit offences.
u People involved with IT (or POPI) regulatory compliance.
u All Electronic Communica�ons Service Providers (ECSPs).
u Financial ins�tu�ons.
u Representa�ves from various government Departments.
u Cyber criminals and terrorists.
u Providers or vendors of so�ware or hardware tools that could be used to commit offences.
u Informa�on Security experts.
u Anyone who owns an Informa�on Infrastructure that Government could declare as cri�cal.
u Everyone who uses a computer or the Internet.
u The Police Service.

Above is those affected by the Cybercrimes, Cybersecurity Bill & POPI Act hence you need this awareness training 
Outcomes:

u Know what the Cyber Bill covers

u Understand who could commit a crime, what ECSPs must do, and what it means if you have a CII.

u Apply your knowledge and understanding to influence the legisla�ve process and plan for the commencement of the Bill.

What is covered on this Masterclass?

Day One 

u Why is the Cybercrimes Bill important.
u A general overview of the interna�onal framework, the Bill and the �meline.
u The overlaps with other laws (like POPI Act and common law crimes).

u The �meline.

u What is the impact on an Electronic Communica�ons Service Provider (ECSP)? Many people do not realise that they are one, and 

that the Bill places many obliga�ons on them.

u Whether you could have a Cri�cal Informa�on Infrastructure (CII)? What does it mean if you do?

u Access to informa�on and the surveillance of online ac�vi�es.
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u The new offences created by the Cyber Bill.

u Does it limit the freedom of speech? The impact on journalism.

u The impact on the use by IT professionals of legi�mate hardware and so�ware tools.

u Who enforces the Cyber Bill? The new structures the Cyber Bill creates.

u The role of the courts and the jurisdic�on for the Cyber Bill crimes.

u Admissibility of electronic evidence, informa�on sharing, and agreements with foreign states.

u Our insights and possible ac�ons to take.

Basic principles of cyber security management

u  Discuss the evolu�on and current state of cybersecurity

u  Explain the importance of cybersecurity management within an organisa�on

u  Iden�fy the roles and processes in maintaining cybersecurity standards

Risk management

 Describe the cyberthreat actors that exist in an organisa�on and illustrate the different types of threats

 Deduce how an organisa�on can secure itself against cyber a�acks

 Compare the methods for assessing the cyber security risk

Corporate Governance, Policies and the Regulatory Environment

u Outline the Na�onal Cyber security Policy Framework (NCPF)as it is applicable to cybersecurity in South Africa

u  Apply the important elements of the Electronic Communica�ons and Transac�ons Act to a business legisla�ve problem

u  Use POPI as a guide to secure informa�on in a business

u  Inves�gate the role of corporate governance in cyber security management in South Africa

Basic Principles of Cyber Security Management

u  Discuss the evolu�on and current state of cyber security

u  Explain the importance of cyber security management within an organisa�on

u  Iden�fy the roles and processes in maintaining cyber security standards

Risk Management

u  Describe the cyber threat actors that exist in an organisa�on and illustrate the different types of threats

u  Deduce how an organisa�on can secure itself against cyber a�acks

u  Compare the methods for assessing the cyber security risk

DAY TWO

Corporate Governance, Policies and The Regulatory Environment

u Outline the Na�onal Cyber security Policy Framework (NCPF)as it is applicable to cyber security in South Africa

u Apply the important elements of the Electronic Communica�ons and Transac�ons Act to a business legisla�ve problem

u Use POPI as a guide to secure informa�on in a business

u Inves�gate the role of corporate governance in cyber security management in South Africa

Make �me to master your skills:

Cyber Security Culture

u  Illustrate the impact of social engineering and human weaknesson cybersecurity and compare their differences

u  Jus�fy the importance of building a cybersecurity culture

u  Develop a proposal for applying a cybersecurity educa�on,training and awareness ini�a�ve within an organisa�on

Cyber Security Architecture

u Summarise the types of IT security principles and methods

u Interpret the concept of secure network design and analyse the threats to a secure network in an organisa�on

u Deduce a secure so�ware management life cycle in an organisa�on and recommend a forensic readiness plan

Cyber Security So�ware and Hardware

u Inves�gate data protec�on strategies, including SOC, SIEM and cryptography

u Categorise the types of hardware and so�ware used to protect an organisa�on's data

u Evaluate a so�ware and hardware product for a specific organisa�on's cyber security plan

Compliance Management

u Choose a cyber security model that you would use for compliance and management in an organisa�on

u Differen�ate between the NIST cyber security model and the 20 cri�cal controls model

u Correlate the components of a cyber security compliance strategy of an organisa�on and recommend a compliance management 

technique
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